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The rapid evolution of quantum computing is a major menace to the
current cryptography design and poses a risk to the confidentiality of
sensitive data in the financial, government/critical infrastructure arena of
the United States. The following paper aims at exploring the
development, adoption, and motivation of hybrid post-quantum
encryption (PQC) and quantum-resistant
algorithms. It particularly measures the awareness, practical application
levels, perceived benefits, and readiness to implement among the key
sectors in the United States, and measures the assistance and
collaboration of the policy in the process.
Design/methodology/approach

The study follows a descriptive and correlational design, with a mixed-
methods approach with a quantitative survey as its main focus. The data
were gathered within 235 cybersecurity professionals and decision-
makers within U.S. financial, governmental, and critical infrastructure
organizations using a structured survey. This survey tool proved to be
very reliable (Cronbachs Alpha = 0.928). The data were analyzed using
descriptive statistics, Pearson correlation, multiple regression and
Analysis of Variance (ANOVA) to determine the relationship between
variables and find out the differences between sectors.

Findings

The results show that the general awareness of the post-quantum
cryptography among respondents is rather high (M=4.08). There were
found strong positive correlations between awareness, implementation
of hybrid practices, perceived security benefits, and implementation

models, i.e. classical
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readiness. To identify predictive variables of the implementation
readiness, regression analysis was conducted and demonstrated that
policy support, security benefits, and hybrid practices were substantial
predictors of implementation readiness with a combined account of 68.6
percent of the variation in implementation readiness. In addition, the
results of ANOVA indicated statistically significant sectoral disparities
in the perceived security benefits of hybrid PQC in that government and
defense industries were more willing to adopt this type of technology
than the performance sensitive financial industry.

Originality/value

This study offers an opportune and empirical study on sector-specific
preparedness and perceptions toward hybrid PQC in the United States,
which is a sensitive national security domain. It provides new ideas as it
quantitatively connects the awareness, policy support and practical
application to implementation readiness, and it outlines the subtle issues
in various industries. The results provide policymakers, technology
creators, and organizational executives with evidence-based solutions to
create custom strategies, training methods, and regulatory systems to
enable a safe and seamless move to quantum-resistant cryptography.

Keywords: Post-quantum cryptography, hybrid encryption, cybersecurity,
quantum computing, critical infrastructure, implementation readiness,
sectoral analysis, U.S. policy.
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Introduction

The rapid development of quantum computing is changing the picture of
cybersecurity on the planet. Although quantum technology has a huge potential in
scientific studies, data processing, and computational intelligence, it is equally much
a threat to the currently used encryption systems [1]. Conventional cryptographic
algorithms like RSA and ECC, on which most of the secure communications in the
modern world are based, have become susceptible to quantum attacks. As the United
States relies heavily on digital infrastructure to protect its financial systems,
government operations, and critical industries, the need for more resilient encryption
frameworks has become a national priority [2].

Post-quantum cryptography (PQC) represents a new frontier in the defense of data
security, aiming to develop algorithms capable of withstanding attacks from quantum
computers [3]. Nevertheless, direct substitution of classical encryption with PQC in
databases of the U.S. is neither feasible nor economical. In an effort to fill this gap,
scholars and policy makers are currently pushing towards hybrid encryption systems
whereby the classical and post-quantum approaches are combined [4]. These
structures provide backward compatibility as they slowly become fully quantum
resistance.

The hybrid post-quantum encryption will provide a strategic relief because it is a
blend of the stability of the classical encryption systems that have been proven over
the years in addition to the high level of resilience of the PQC algorithms. This does
not only ensure that it is interoperable with the available databases, but also offers a
layered defense mechanism against the emerging threats [5]. Hybrid encryption offers
a channel to achieve secure modernization in a critical infrastructure sector, including
energy, healthcare, finance, and defense, without interrupting the normal operation
of the interconnected systems in the U.S. environment [6]. Efforts at standardizing
post-quantum algorithms have already begun with the U.S. National Institute of
Standards and Technology (NIST) and it is an indication of the coming age of
proactive defense preparation [7].

Financial sector is the most at risk as it deals with huge sums of encrypted transactions
and sensitive customer information on a daily basis. Likewise, the defense institutions
and government agencies need decades of confidentiality of their classified
information that must remain safe [8]. Hybrid encryption would guarantee that the
information secured today will be safe even in the cases when quantum computers
will become widely available [9]. Therefore, hybrid frameworks are not just some
technical innovation, but the building block of future-proof national security
infrastructure.

Although the quantum-resistance systems are known to be required, a large number
of organizations in the United States are unprepared, lack expertise, and infrastructure
to deploy PQC solutions. The cost of switching to the hybrid encryption is not simple,
as it requires computational overhead, complexities in integration of the system, and
expensive implementation [10]. Moreover, the variations in the organizational
priorities, especially between financial, governmental, and critical infrastructure
participants expose discrepancies in the adoption strategy [11]. These difficulties
indicate that it is imperative to conduct thorough studies that examine the awareness,
readiness, and possible adoption of hybrid post-quantum encryption in the U.S [12].
Itis important to understand the way various sectors understand and plan to integrate
PQC so as to come up with a coherent national approach [13]. This study aims at
examining these dimensions based on empirical evidence to inform policy and
training and technical development. It gives an idea of the most prepared spheres that
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are prepared to be implemented and what obstacles should be overcome to promote
the seamless transition [14].

The primary purpose of this study is to explore the development, adoption, and
impact of hybrid post-quantum encryption frameworks within the U.S. cybersecurity
landscape. It aims to evaluate how awareness, practical application, and policy
support influence readiness among financial, governmental, and critical infrastructure
organizations [15]. The study further examines the relationships among these
variables using statistical techniques such as correlation, regression, and ANOVA to
identify patterns of readiness and perception differences across sectors.

Through the attention paid to the United States, the study highlights the need to
ensure that the databases of the country are secured before the full force of the
quantum era comes into play. The results will assist government agencies,
technological developers and other individual organizations to develop consistent
plans of adopting hybrid PQC to make sure that the data systems of the country are
safe, resistant and beyond the technological future.

Literature Review

Emergence of Post-Quantum Cryptography in the U.S.

The emergence of quantum computing has put the effectiveness of traditional
cryptographic systems into question. In America, post-quantum cryptography has
grown into a highly important area of study, intended to develop the algorithms
which are immune to quantum attacks [16]. The development and standardisation of
PQC algorithms that can be used at national level are being headed by governmental
institutions especially through NIST. It has galvanized universities, research
laboratories and the commercial Cybersecurity companies into cooperating to deploy
and test quantum-immune encryption protocols [17]. The increased focus on PQC
proves that the country is aware that quantum technology is the opportunity and a
threat to the national data security.

Hybrid Encryption: A Transitional Approach

As the full deployment of PQC is not immediately feasible, hybrid encryption
provides a realistic and effective bridge between current and next-generation
cryptography [18]. The hybrid method uses the classical asymmetric encryption, such
as either RSA or ECC, with PQC algorithms in one key exchange or signature
operation. This ensures that even if one component becomes compromised, the system
retains security through the other [19]. In the U.S., hybrid encryption has become
central to strategies that allow gradual migration without jeopardizing ongoing data
operations [20]. The strategy also assists the financial institutions and government
agencies in ensuring that they are abreast with the federal standards and also improve
their systems gradually.

Sectoral Readiness and Implementation Challenges

There is a significant difference between the adoption of hybrid PQC models in
industries in the U.S. Financial institutions, which rely on real-time data exchanges,
prioritize performance efficiency and low latency, making them cautious in adopting
heavier encryption mechanisms [21]. On the other hand, the government and defence
agencies focus on the long-term data confidentiality and are more ready to invest in
the developing encryption technologies [22]. Critical infrastructure sectors such as
energy and healthcare face additional constraints, including legacy systems and
operational dependencies that make migration complex [23]. The major issues that are
typical in every sector are the scarcity of technical experience, economic
considerations, and a shortage of standardization [24].

Despite these barriers, several pilot programs have demonstrated successful
integration of hybrid PQC solutions in controlled environments [25]. The experiments
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show that hybrid systems can be stable not only in terms of the functioning but also

offer quantum resistance meaning that the implementation of the hybrid systems is a

practice that can be conducted under the condition of the proper policy and technical

frameworks.

Policy, Regulation, and Collaboration

U.S. government has realized the need to prepare at an early stage against post-

quantum threats. Federal initiatives have begun promoting collaborative approaches

between public and private sectors to advance encryption research and infrastructure

readiness [26]. Policies encouraging Cybersecurity resilience are being integrated into

national defense and financial oversight strategies [27]. Besides that, training

programs are also underway in the education sectors to address the skills gap among

Cybersecurity experts. Collaboration between NIST, the Department of Homeland

Security, and major tech companies exemplifies the collective approach required to

safeguard critical databases [28].

Nevertheless, the harmonization of regulations, cross-sector compatibility, and the

development of global cooperation are also the keys to the success of hybrid PQC

implementation [29]. Cyber threats have no national borders hence, the United States

must incorporate its encryption procedures with the International Standards without

losing its national control over its data protection processes.

Future Prospects of Hybrid PQC in U.S. Cybersecurity

The future of post-quantum encryption in the United States is pegged on balancing

between innovation and practicality [30]. The transition stage will include

transitioning to hybrid frameworks to be utilized in testing the large-scale

implementation of PQC. As quantum computing matures, organizations will need to

adopt adaptable encryption models capable of evolving with technological

advancements [31]. Hybrid PQC systems are expected to have a place in the security

framework of government agencies, financial systems, and national infrastructures

networks in the next decade. Further investment in research, education, and

regulation will play a critical role in keeping the U.S. on the frontline of post-quantum

Cybersecurity preparedness [32].

Research Questions

1. How aware are post-quantum cryptography (PQC) at organizations of various
sectors in the United States? \

2. What are the effects of hybrid post-quantum encryption practices on perceptions
of security and implementation preparedness in a variety of sectors?

3. What major reasons have contributed to the willingness of the organizations in the
United States to adopt hybrid PQC systems?

4. Do hybrid post-quantum encryption frameworks have any important sectoral
differences in their perceived security benefits?

5. What is the role of policy support and collaboration in the adoption of hybrid PQC
frameworks in sectors?

Research Objectives

1. To determine the knowledge and awareness of PQC among firms in the various
sectors in U.S.

2. To determine how hybrid PQC practices are implemented and the effects on
security perceptions and readiness to adopt across the sectors.

3. To determine the factors which are most important in driving organizational
preparedness towards adoption of hybrid PQC systems.

4. To compare sectoral disparities in the perceived security value of hybrid PQC
frameworks.
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5. To study the role of policy support and cooperation in adopting hybrid PQC
systems in sectors.

Methodology

The research will assume a descriptive and correlational research design that aims at
determination of the trends on the level of awareness, implementation, and
willingness towards adoption of hybrid PQC in different sectors. The study primarily
focuses on the understanding of the relationships between the most significant
variables, including the recognition of the existence of a post-quantum encryption, the
application of hybrid encryption activities, the perceived advantages of the security
and efficiency, and readiness to adopt such activities in various industries.

Research Design

The research will assume a descriptive and correlational research design that aims at
determination of the trends on the level of awareness, implementation, and
willingness towards adoption of hybrid PQC in different sectors. The study primarily
focuses on the understanding of the relationships between the most significant
variables, including the recognition of the existence of a post-quantum encryption, the
application of hybrid encryption activities, the perceived advantages of the security
and efficiency, and readiness to adopt such activities in various industries. Further,
the research investigates issues of policy support and collaboration on the adoption of
hybrid PQC systems.

Population and Sampling

This study will target cybersecurity experts and organizational leaders engaged in the
adoption and implementation of encryption technology in the financial, government,
and critical infrastructure sectors in the United States. The purposive sampling
technique was used to identify 235 respondents (cybersecurity officers, data protection
experts, network engineers, policy/compliance managers, and researchers of various
organizations). The respondents were chosen according to their first hand experience
in the practice of cybersecurity or encryption and the knowledge of hybrid PQC
systems.

Gender

Figure 1. Gender Distribution of Study Participants
Data Collection
The survey instruments used were structured survey questionnaire which was used
to gather data on important constructs associated with post-quantum encryption and
hybrid encryption practices. The survey was done in the form of closed-ended
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questions with Likert-scale questions to determine the awareness of the respondents,

the perception, and the readiness of the respondents to implement hybrid PQC

frameworks. The questionnaire was broken into a number of sections, each addressing
certain areas of the research questions:

o Awareness of Post-Quantum Encryption - This question was to determine the
level of awareness that the respondents have towards the concept of PQC and its
potential impact on cybersecurity.

o Hybrid Encryption Practices Application - This section was dedicated to
evaluating the level to which organizations are applying hybrid PQC methods.

o Perceived Security and Efficiency Benefits- The respondents were asked to
provide the appearance regarding the security advantages and the effectiveness of
work of hybrid PQC.

o Implementation Readiness - The section measured the readiness of the
respondents to implement hybrid PQC systems according to such dimensions as
technical infrastructure, policy support, and organizational priorities.

o Policy Support and Collaboration — This section assessed the role of policy
initiatives and inter-organizational collaborations in the adoption of hybrid PQC
systems.

The survey was sent electronically to the respondents identified and follow-ups were

made to get a high response rate. The process of data collection occurred during four

weeks.

Data Analysis

Analysis of data was done through the use of descriptive and inferential statistics. The

analysis tools utilized were:

1. Descriptive Statistics — Descriptive statistics, that is, means, standard deviations,
and frequency distributions were calculated to describe the perceptions and
attitudes of the respondents towards hybrid PQC and related practices. This
assisted in giving a summary of the demographic situation and the overall
awareness, usage and readiness to implement hybrid PQC.

2. Correlation Analysis — The relationships between the essential variables of
awareness of PQC, hybrid encryption practices application, security benefits, and
readiness to implement it were obtained by doing Pearson correlation coefficients.
Correlation analysis was used to determine significant relationships between these
constructs showing how the enhancement of one variable could have an impact
on the rest.

3. Regression Analysis — The multiple regression analysis was used to determine the
effect that predictor variables (e.g., policy support, use of hybrid encryption,
perceived benefits) have on the dependent variable (implementation readiness).
These predictors were explained using the regression model and this revealed the
factors that contribute the most in the successful implementation of hybrid PQC.

4. ANOVA - The differences in the perceived security benefits of hybrid PQC in the
different sectors were compared through the use of Analysis of Variance
(ANOVA). This method helped to identify the presence of relevant difference in
perceptions among sectors including finance, government, and critical
infrastructure.
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Summary of Key Findings
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Figure 2. Summary of keys findings
Instrument Reliability
Cronbachs Alpha was used to determine the reliability of the survey tool, the
constructs demonstrated high internal consistency and the total alpha was 0.928. The
person construct, such as Awareness of PQC, Application of Hybrid Practices, and
Security Benefits had a good reliability of, 0.875 to 0.914. Such values show that the
survey was good to measure the intended variables with minimum measurement
erTor.
Ethical Considerations
The research process was conducted considering ethical issues. The purpose of the
study was explained to all participants, and they participated on a voluntary basis. All
respondents were informed and provided their consent and anonymity and
confidentiality were guaranteed. The data received was only used in research
purposes only and analyzed in form of aggregation to avoid identification of the
individual respondents.
Limitations
A limitation of this study is that the research relied on self-reported data that could be
prone to biases like social desirability or recall bias. The purposive sampling technique
is also effective but it is a weakness of this study due to the restriction of the findings
to other sectors or geographical locations. The sample size can be extended in the
future research and more sectors can be covered to give more detailed information
about the adoption of hybrid PQC.
Conclusion
The strategy outlined in this section provides a very strict framework to the
assessment of the state of the hybrid PQC implementation and its readiness in various
fields in the U.S. The interrelation of descriptive statistics and advanced inferential
techniques of the mixed-methods approach to data analysis make it possible to reach
a multifaceted view of the factors preconditioning the successful implementation of
the hybrid encryption mechanisms within the framework of emerging quantum
threats.
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Results and Discussion

Results
Reliability of the Instrument

Qverall lehabaity

Policy and Furure Praspects

Security and smplementation Readiness

Constructs

Porceptions of Hybels POC Framewarks

Current Encryption Practices

Awareness and Understanoing of FQC

Q.0 ¥ o4 06 o
Cronbach’s Alpha |a)

Figure 3: Reliability of the Instrument

The high Cronbachs Alpha values indicate that the instrument employed in this study
has high levels of internal consistency across all constructs that are measured (Figure
1). The construct of Awareness and Understanding of PQC showed an excellent level
of reliability with a Cronbach of Alpha of 0.914 which is a good measure of the
consistency of the respondents in their understanding as well as awareness. On the
same note, the construct on Perceptions of Hybrid PQC Frameworks had a high
reliability of 0.903, which represents reliability in responses with regards to
perceptions of hybrid frameworks. Constructs: Current Encryption Practices (oc = 0.887)
and Security and Implementation Readiness (a =0.875) are both within the acceptable
range of good reliability with an overall indication of satisfactory consistency of
responses. The construct dealing with Policy and Future Prospects was also found to
be good with an Alpha of 0.892. The Cronbachs Alpha of the overall is 0.928, which
aligns with the classification of excellent, indicating that it is an excellent measurement
tool that adequately captures the constructs and there is no significant variance.
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Demographic Information of Respondents

l
i

..””

Figure 4: Demographic Information of Respondents

The demographic of the 235 respondents in this study indicates that it was well
represented in terms of gender, age, education, professional roles, experience and type
of organization (Figure 2). It is distributed by gender, with a majority of male
respondents (67.2%) as opposed to the females (32.8%). On the side of age, majority of
the respondents are in the category of 30-39 years (38.7%), 40-49 years (26.8%), 16.2%
of the respondents are in the category of 20-29 years, and 18.3% in those of 50 years
and above.
When it comes to the level of education, most of the respondents are individuals with
a Master’s Degree (43.8%), 23.0% have a Bachelor’s Degree and 21.7% have a Doctorate
(PhD). The percentage with professional qualification like CISSP or CEH is lower
(11.5%).
In their professional activities, the respondents are spread among different positions
with Cybersecurity Officers (24.3%) and Data Protection Specialists (22.1) % as the
most common ones and Network Engineers (17.4%), Policy/Compliance Managers
(19.6%), and Researchers/Academics (16.6%) making up the rest. As to experience,
32.3% of the respondents have 5-10 years experience, and 28.9% have 11-15 years. Less
than 5 years experience is only 17.9% with more than 15 years being 20.9%.
As seen in the organizational distribution, there is a wide range of sectors, and the
largest part constitutes the Financial Sector (28.1%), Government Agencies (25.9%),
Critical Infrastructure (22.1%), Technology/Research (18.3%), and Other sectors
(5.5%).
Lastly, discussing the engagement of the respondents in encryption projects, 37.0% of
the respondents are directly engaged in design and implementation, and 25.9%
supervisors or managers of the projects. A smaller proportion (22.6%) is indirectly
engaged in policy or compliance functions and 14.5% are not engaged at all.

Table 1: Descriptive Statistics

Variable Me Standa Minim Maxim
an rd um um
(M) Deviati
on
(SD)
Awareness 4.0 0.63 2.50 5.00
of Post- 8
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Quantum

Encryption

Application 3.8 0.72 2.00 5.00
of Hybrid 7

Encryption

Practices

Perceived 4.1 0.68 2.30 5.00
Security and 1

Efficiency

Benefits

Implementa 3.7 0.74 2.10 5.00
tion 9

Readiness

Policy 4.0 0.69 2.20 5.00
Support and 2

Collaboratio

n

The descriptive statistics of the main variables in the given study give the
understanding of the perception and attitudes of the respondents to different areas of
post-quantum encryption and hybrid encryption practices (Table 1). The mean of the
variable Awareness of Post-Quantum Encryption is 4.08 with a standard deviation of
0.63, which means that the respondents are mostly of high awareness level meaning
that the score of 2.50 to 5.00 is in the range of this value. In the same manner, the mean
of the Application of Hybrid Encryption Practices variable is 3.87 and the standard
deviation is 0.72 implying that although majority of the respondents use hybrid
encryption practices, there is still some variation in these practices with the
respondents giving a range of 2.00-5.00.

The highest mean of 4.11 with a standard deviation of 0.68 indicates that the Perceived
Security and Efficiency Benefits variable has a strong perception of the security and
efficiency benefits of post-quantum encryption with the range of 2.30 to 5.00.
Implementation Readiness variable means 3.79 and higher standard deviation of 0.74
demonstrates rather low but still positive implementation readiness scores (between
2.10 and 5.00). Finally, the mean of Policy Support and Collaboration is 4.02 and the
standard deviation of 0.69, which means that the respondents have a good perception
of the level of policy support and collaboration having a range of 2.20 to 5.00.

These descriptions indicate that the overall feelings towards post-quantum encryption
and the practices related to it are mostly positive, although their distributions vary to
some extent, especially in such aspects as readiness to implement it and practice of
hybrid encryption.
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Correlation Analysis
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Figure 5: Correlation Analysis

The correlation analysis reveals the existence of strong positive correlation between
the key variables that have to do with the post-quantum encryption practice as well
as the hybrid encryption practice (Figure 3). Awareness of Post-Quantum Encryption
exhibits strong positive correlations with other variables, most notably with
Application of Hybrid Practices (r = 0.73, p < 0.01), Security & Efficiency Benefits (r = 0.68,
p <0.01), and Implementation Readiness (r = 0.65, p < 0.01), suggesting that as awareness
of post-quantum encryption increases, respondents are more likely to engage in
hybrid practices, perceive greater security and efficiency benefits, and demonstrate
readiness for implementation.

Furthermore, the Application of Hybrid Practices is also significantly correlated with
the Security & Efficiency Benefits (r = 0.76, p < 0.01) as well as Implementation Readiness
(r=0.69, p <0.01), meaning that the implementation of hybrid encryption practices is
associated with the increased perceptions of an increase in security benefits and the
readiness to implement them. Security & Efficiency Benefits, in its turn, has significant
positive correlation with Implementation Readiness (r = 0.72, p < 0.01), meaning that the
perception of security benefits is strongly linked with the increased readiness to
implement these practices. Last but not least, there is a positive correlation between
Policy Support, and Collaboration with all other variables (from 0.59, against
Awareness of PQC, to 0.70, against Implementation Readiness).

On the whole, these high positive correlations of these variables indicate that, the more
aware and implementors of practices related to post-quantum encryption are, the
more they will be expected to perceive their benefits, be ready to implement them, and
have policy support.
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Regression Analysis: Model Summary

Adjusted R Std. Error of Estimate

Metncs

Figure 6: Regression Analysis: Model Summary

The summary of the regression analysis model states that there is a strong correlation
between the predictor variables and the dependent variable with R 2 of 0.686 (Figure
4). This implies that the independent variables that are incorporated in the model can
explain about 68.6% variance in the dependent variable, indicating a strong fit. This
estimate is further narrowed by the adjusted R 2 value of 0.681 which takes into
account the number of predictors in the model and proves that the model is actually
strong despite the complexity of multiple variables.

The standard error of estimate is 0.416 and this indicates the average deviation of the
observed values against the predicted values. The smaller the standard error, the more
accurate the model and here the rather moderate value provides a more or less
acceptable level of accuracy of predicting the dependent variable.

In general, the regression model proves to be a good predictor of the regression model,
as it contributes to the outcome variable variance in a considerable portion.

Coefficients Analysis with Multiple Values

Polcy Support & Tollaboration g 0001

Securty & ETTclency Benetits Sq.: 0000

l

or

Sig.: 0000

l

Appiication of Hybed Fractices

Predict

S9! 9000

Awareness of POC

l

(Constant) 5% : 0000

- & 7
Velue

o

Figure 7: Coefficient analysis

As shown in the coefficient analysis included in the figure, the predictors are strong
and significant in predicting the regression model (Figure 5). The predictor variables,
Policy Support and Collaboration, Security and Efficiency Benefits, Application of Hybrid
Practices, and Awareness of PQC all have statistically significant value on the dependent
variable, and all of the p-values are significant at the 99% confidence level (p <0.01).

Volume: 3 | Number: 1 (2026) | January 13 Journal of International Accounting and Financial Management



C Economic Journals

Policy Support & Collaboration has a significant positive correlation with a coefficient
value of close to 1 indicating its significance in the formation of the outcome variable.
Likewise, Security and Efficiency Benefits and Application of Hybrid Practices both have
strong and positive coefficients which indicate that they play important roles in
influencing the model. The awareness of the PQC also makes a significant contribution
to the model, though with a smaller but also significant coefficient.

The constant value is the value that would be attained in case of a zero value on all

predictors and it shows the intercept of the regression model. The importance of all

the predictors in total supports the critical role that they play in illustrating the

variation of the dependent variable, a point that supports the significance of policy,

security benefits, hybrid practices, and awareness in post-quantum encryption.
ANOVA (Sectoral Differences)
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Figure 8: ANOVA (Sectoral Differences)

The ANOVA test that determines the differences in the Perceived Security Benefit of
various sectors within different organization types demonstrates a great variation
(Figure 6). The results compare the mean of five groups Financial, Government,
Infrastructure, Technology and Other organizations. The between-group sum of
squares is 8.215 which represents the difference in variance of the Perceived Security
Benefits based on the type of the organization. The calculated F - value of 5.64, and a
significance level of 0.000 (p < 0.01) is a strong indication that the differences in the
perceived security benefits in these sectors may be statistically significant.

Within group sum of squares (83.695) indicates the difference between the groups of
the organization and, the between groups mean square (2.054) is significantly higher
than the within groups mean square (0.364), which makes the difference between
groups of the sectors stronger. The overall amount of squares (91.910) is the complete
variation in the data.

These results show that the organizational type is a major factor in determining the
perceptions of the security benefits, and distinct differences are found across
industries. This shows the need to pay attention to the sector considerations in
assessing the effectiveness of post-quantum encryption and hybrid encryption
practices.

Discussion

The objective of the current research was to investigate the preparedness and attitudes
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of different industries to implement hybrid post-quantum encryption (PQC) models
and the aspects that may help drive their readiness to adopt the new technology. The
results provide valuable lessons to be used in future policy and technical judgments
especially in areas that are vital in the national security and the economy.

The internal consistency of measuring the constructs of this study was excellent
because the instrument used had a Cronbachs Alpha value of 0.928. This high
reliability assures that the survey elicited the attitude and perception of the
respondents in the right direction especially in the areas of awareness, the application
of hybrid practices, and the benefits of security. The strong correlations observed
between awareness of post-quantum encryption and readiness for implementation
align with findings from previous studies that suggest increased awareness leads to
greater acceptance and adoption of new technologies.

Descriptive statistics showed that post-quantum encryption awareness within the
financial sector, government organization and critical infrastructure organizations is
high with the real difference in the intention to implement post-quantum encryption.
These results are consistent with existing research indicating that financial institutions
prioritize efficiency and low latency over security, which often hinders the swift
adoption of new cryptographic frameworks [21][22]. In contrast, government and
defense agencies, which require long-term data protection, appear more inclined to
invest in future-proof solutions like hybrid PQC [23]. This difference in sectoral
readiness was further corroborated by the ANOVA analysis, which found significant
variations in perceived security benefits across sectors, reinforcing the need for
tailored approaches in implementing PQC across different domains [6][12].

The regression model showed that the policy support, security benefits and hybrid
encryption practices have significant results on the overall implementation readiness,
accounting for 68.6% of the variance This observation is consistent with that of [25],
that acknowledges that policy and collaboration are key factors in effective
implementation of emerging technologies in cybersecurity. It is also in line with the
previous researches that underscore the need to develop conducive regulatory
environments to eliminate implementation obstacles, especially in the sectors that
have high stakes like finance and defense [26][28]. In addition, the positive
relationship between the advantages of security and efficiency is high and positive,
along with the willingness to deploy post-quantum encryption, demonstrates the
necessity to offer the stakeholders in these domains the feasible advantages of post-
quantum encryption.

Regarding the policy implications, the respondents pointed out that the favourable
perception of the policy support and cooperation, which implies that the federal
activities, including those put forward by NIST, take centre stage in facilitating sector-
wide preparedness to hybrid PQC. Nevertheless, the disparities found in each sector
mean that although the federal government is doing a lot, there will still be need to
implement sector specific measures and training solutions to match the needs of some
industries like healthcare, energy, and critical infrastructure [27][29].

Lastly, the hybrid PQC frameworks have a promising future in the U.S. cybersecurity
environment. The successful pilot programs mentioned in the literature and the data
from this study suggest that hybrid systems are a practical solution for bridging the
gap between current cryptographic standards and the future quantum-resilient
systems [30][31]. A further investment in research, cooperation, and regulatory
systems will be critical to the preparedness of the country to quantum computing
threats.
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Conclusions

This paper investigated the preparedness and attitudes of different industries in the
U.S. concerning the implementation of hybrid post-quantum encryption (PQC)
models, an urgent trend on how to secure the digital infrastructure in the face of an
imminent quantum computing threat. The results suggest that PQC is very familiar
among the respondents especially those in the financial, government and critical
infrastructure sectors. Nevertheless, even in the light of this awareness
implementation preparedness has been diverse with wide disparities across the
sectors. Financial sector where performance efficiency and low latency are the most
important considerations is more difficult to embrace hybrid encryption than
government and defense sectors which are more concerned with long term data
confidentiality. The technical complexities, cost factors, and scarcity of qualified
personnel in the area of post-quantum cryptography add to these differences.

The analysis of the study has shown that hybrid PQC practices involving the
hybridization of classical encryption and quantum-resistant algorithms can be viewed
as a prospective transition between the present systems to the future needs of
quantum security. The hybrid practices producers who adopted hybrid practices had
recorded higher perceptions of security benefits and were better equipped to adopt
comprehensive PQC practices in the future. This substantiates the idea that hybrid
encryption provides a viable and efficient transition plan to organizations in different
sectors, which is safe and at the same time does not affect the operations of an
organization. The idea of policy support and collaboration was also vital in enhancing
the organization preparedness since organizations that had better policy support
displayed greater interest in using PQC frameworks.

Nevertheless, the paper also brought into focus that although the importance of
hybrid PQC has been acknowledged there are still a lot of barriers when it comes to
its implementation. These are excessive expenses, non standardization, and
organizational preparedness especially in the areas that are highly dependent on
legacy such as health care and energy. Other limitations encountered in these areas
include the infrastructure that is old and absence of explicit migration routes to
quantum resistant. In addition, the perception of security benefits across the sectors
has been largely varied, and thus sector specific solutions are required to deal with the
specific problems that the industry may be going through.

Considering these results, policymakers and industry leaders are advised to focus on
the formulation of explicit and realistic guidelines to use hybrid PQC (especially in
areas such as finance, government and critical infrastructure). Governments are
advised to allocate resources to research and development activities to make hybrid
encryption technologies less expensive and complex, and to encourage public-private
partnerships to spur the shift to quantum-resistant systems. Also, it is important to
provide cybersecurity professionals with opportunities to train and develop their
skills in order to bridge the gap in knowledge and facilitate the process of transition
to post-quantum security.

Lastly, industry-specific strategies need to be generated to respond to the industry
needs and challenges. Hybridized solutions that take into account the operational and
technical needs of every sector will make the switch to hybrid PQC effective and
sustainable. Investments in these efforts today will help organizations to be resilient
in the face of the quantum threats that will be experienced in the future.
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